
IN THE UNITED STATES DISTRICT COURT 
 FOR THE NORTHERN DISTRICT OF ILLINOIS 

 EASTERN DIVISION 

JURATBTC BLOCKCHAIN, an 
unicorporated association, 

Plaintiff, 

v. 

ANTON ANDREYEV, et al., 

Defendants. 

  Case No. 1:23-cv-00779 

  Hon. Virginia Kendall 

FINAL JUDGMENT AND PERMANENT INJUNCTION 

Plaintiff, JURATBTC BLOCKCHAIN, filed this action on February 8, 2023 

seeking declaratory and injuctive relief against Defendants ANTON ANDREYEV, 

BLENDER.IO, CHATEX, FARRUKH FURKATOVITCH FAYZIMATOV, TABAN 

DENG GAI, MATHEW GRIMM, YU JIN, JIADONG LI a/k/a “KHALEESI” a/k/a 

“BLACKJACK1987”, HYDRA MARKET, HUSAYN AL-SHAMI, SECOND EYE 

SOLUTIONS a/k/a “FORWARDERZ”, SOUTHFRONT, SUEX, YINYIN TIAN a/k/a 

田寅寅 a/k/a “TIANYINYIN0404”, a/k/a “SNOWSJOHN”, XIAOBING YAN, and 

FUJING ZHENG. Verified Complaint, Docket No. 1 (“Verified Complaint”).   

On February 21, 2023, this Court granted Plaintiff’s Motion for Electronic 

Service of Process, Docket No. 8, for the reasons stated in the motion. (Docket No. 

6). Plaintiff promptly served Defendants. (Docket No. 21 ¶ 3).   

Thereafter, the Court held in person hearings on: March 7, 2023 (Docket No. 

13), March 20, 2023 (Docket No. 16), June 14, 2023 (Docket No. 24), and August 1, 
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2023 (Docket No. 27). No Defendant appeared for any of these hearings nor filed an 

appearance in the case nor answered the Verified Complaint. This Court entered 

default against the Defendants on August 1, 2023. Id. 

According to Plaintiff’s Verified Complaint, Defendants are foreign nationals 

who have been sanctioned by the United States for committing serious crimes such 

as money laundering for terrorist organizations, using ransomware to extort 

cryptocurrency payments to benefit North Korea’s weapons programs, and 

proliferating of weapons of mass destruction, among others. Verified Complaint ¶¶ 

2, 14, 28-44. As a result, Defendants are prohibited from transacting with U.S. 

persons, and all funds within the jurisdiction of the Unites States belonging to any 

of the Defendants are blocked. Id. 

Each Defendant appears on the United States Treasury Department’s List of 

Specially Designated Foreign Nationals and Blocked Persons (SDN). Id. The SDN 

specifies a list of Bitcoin blockchain wallet addresses associated with each 

Defendant and which are included within the sactions. Id. ¶¶ 26-42. 

Plaintiff is a blockchain “forked” from Bitcoin, meaning that it shares 

overlapping software and an overlapping ledger of accounts. Id. ¶¶ 23-24. As such, 

the Defendants’ wallet addresses exist on both blockchains and are controlled by the 

same “private key” password, which each Defendant possesses. Id.  

On February 21, 2023, this Court granted a temporary restraining order 

freezing Defendants accounts on Plaintiff’s blockchain. Docket No. 9. On March 20, 

2023, this Court converted the order to a preliminary injuction.  Docket No. 16.   
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This Court now enters Final Judgement for a permanent injunction as follows: 

Each of Defendants ANTON ANDREYEV, BLENDER.IO, CHATEX, 

FARRUKH FURKATOVITCH FAYZIMATOV, TABAN DENG GAI, 

MATHEW GRIMM, YU JIN, JIADONG LI a/k/a “KHALEESI” a/k/a 

“BLACKJACK1987”, HYDRA MARKET, HUSAYN AL-SHAMI, 

SECOND EYE SOLUTIONS a/k/a “FORWARDERZ”, SOUTHFRONT, 

SUEX, YINYIN TIAN a/k/a 田寅寅 a/k/a “TIANYINYIN0404”, a/k/a 

“SNOWSJOHN”, XIAOBING YAN, and FUJING ZHENG, is hereby 

prohibited to use the private keys for any account on the JuratBTC 

blockchain or from otherwise transacting in the JTC coin. 

Plaintiff has tendered to the Court a set of hash codes (Jurat IDs) encoding 

the injuctive relief required by this Final Judgment. JuratBTC blockchain nodes are 

capable of recognizing and understanding these hashes, so inclusion of the hashes 

in the Judgment will permit the nodes to enforce the injunctive relief the Court has 

ordered. Verified Complaint ¶¶ 67-74. Accordingly, the Court includes the Jurat IDs 

as an attachment to this Final Judgment which shall be docketed as part of the 

same entry.  

 Dated: August 8, 2023 

________________________________ 
Virginia M. Kendall 
United States District Judge
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ATTACHMENT – Jurat Judicial Hash Codes 

 

Jurat ID 6X6LNjFAUUjj4EyJzP3u6ZjYSZWQEBMojQSjqD4pYsVH 
Jurat ID BmjftbcMs4sLhJnNvhFdUdQaicdrUguzVwyd91BGHD7k 
Jurat ID HpHirkqUY7v5cWLMYMbYib3ZhrQ1UA2yXEE9FRgmCzzU 
Jurat ID GX3CAiszy74yQhKxERVv1v7MLGUiVeS3PBpJ9WP7jUSL 
Jurat ID HCMSGzqL5UfW4v6LVGgmF9dQZUzKjUpfmSG7fBW3WhqQ 
Jurat ID GzzWQ7bvPkFcwNMcrJnpDi9MsFU1n56TRjJXNnVwX9kN 
Jurat ID G4DJSHGLZ1WeYqCHv5QdR8BRfRbBmpqgk6hdbuwY11n3 
Jurat ID Evm8q3uMCpapfc5VMYFaTJUoCGFKFtdsduWPYPodtu4s 
Jurat ID 5cfKvQZSbGg1Quf3NsdLcSAH6USgyPU8sFQj2FRx6bXr 
Jurat ID 5R1w99NZ7jsGDfTAZcRGRxwYgNoyu39gMBuRjfVNKeT6 
Jurat ID CLkfYhpdYdDJPbtX2r3WrcDoWSJ5vEvyLQ1TKeqtmDj7 
Jurat ID 7ACJJwgDAbc68URTSvTSUQ2kErQdk1amqLorce8uqCrz 
Jurat ID 4x44mQMS5pDYMdKWMRwAmRqkFabNN5gcaWJ1wcsKFzY9 
Jurat ID 4hmrRaAdxjZzmYz7ZDacAdmCSGV8NaggSXtwYRNxoqHm 
Jurat ID 4hmrRaAdxjZzmYz7ZDacAdmCSGV8NaggSXtwYRNxoqHm 
Jurat ID HiukvQtk2MJedJp6vYa7kULmkQswUCrXivLTYjJ4k9Fy 
Jurat ID 2setpFtjBoYpzQDdk6rKKUggmnqp92jTWWMkHi4PSfsg 
Jurat ID Gujg5efH68sRTxxkAvVRjbdqU4WHw9kTJk6vChwrcwTe 
Jurat ID C4Kw1PYVTKNfR44Enxec4zYsf2FbKs27cDqbtamkrkBm 
Jurat ID CcEtdw6uQBhDVZh6RCXtmhBqW2nkSJUKR3QDL45kLQH 
Jurat ID A5RZTaDj3sz3jJmKSx527Y529f84nVWD3oCeyLksAb14 
Jurat ID 51cn1NNCjCAkAo8ReSEwEba75TE8YQPH8QKmAJSoDJJd 
Jurat ID 3Z7PyRDZMiAwKQcvQHY8mLisAccN7kcv7UudJu9vaNw7 
Jurat ID A49JVGZmfEKQLwR3nZAcgZEn92iKtsjuWgYdbkKy8PE9 
Jurat ID 6ifTt8G2EepzHaKs6Yfe5b5e1Zxkcz7Uja1bn1yhSK7P 
Jurat ID 4DN9oqmgoz8nSyqTv3J633DSRDgHgZP7sqmiTj12bix2 
Jurat ID 75jvj75rGNM4HPwHZ3QK4c1yjzH9wsjXZMoErfWpywL5 
Jurat ID 65jy2NQRMop5i1mYy2s34AJdGZZ4rb9R3yB18q3aXXwR 
Jurat ID 3KkUv6b1qXrvM19xf4gNTBx81Afv6bjY1fWd1rB8iffx 
Jurat ID qFJXmVxNsFZgmaZEKXAGsd2mUgaoTMbHA5P8E2Cbm9W 
Jurat ID 65jy2NQRMop5i1mYy2s34AJdGZZ4rb9R3yB18q3aXXwR 
Jurat ID 2VHui1CfxgtzF9B7kDsPAQdyBCzZr79jLGKWqp1FExVd 
Jurat ID 2HgLrt2EEWtrqipSjXCNUzFghBAn4N1eRx92MSsdxLpZ 
Jurat ID 3KkUv6b1qXrvM19xf4gNTBx81Afv6bjY1fWd1rB8iffx 
Jurat ID 4CYLUQeYRbn9ZmhERWLuGAYKUr2QxumF7iWMxgiSMgm8 
Jurat ID HZ9UdYnWFmw61oxjeHekqFADf1M7biLSe8iTgRLpR7Jk 
Jurat ID CdJzniDfL5mYxifiSyZU71KtCwzYSQoRy2RP9wNPcDkR 
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ATTACHMENT – Jurat Judicial Hash Codes 

 

Jurat ID 4KTvsjgHF8UDFWvG7oU8ATqkJGgpMQijSXKa8rH97JE8 
Jurat ID EYY7BaDYnwDEH2QCHgc1268ahdesyXUzAV56TnfT6cZY 
Jurat ID 7XP1EB7f1GhZbYidHjmLYgCq2rEV2s2BZLkoMYt8prrf 
Jurat ID 7PxupNc97RdrTd2rjM2hLdvsWrz3Yj3SubXLav8EWFH6 
Jurat ID 6EfYPFbBhUhJSTmqDenvFhYzr4SMGKxuLjtg7CB2DB9A 
Jurat ID mTVRCa6wUooDh66GDmQV4SndpAM7PnxxCwLw69hMXVN 
Jurat ID 67wiTz29eiZAMromKbgj97zSqZ8RMq3xNeaAgMJK3ugY 
Jurat ID EmaaVmZxZqYAgJ2LYjKW6GVvf8cyeMkNhEhNi5rtqohi 
Jurat ID 4E2jM1xdLuUxuX7vgNdx17MCrBfKN93FwSgdYG9HPJft 
Jurat ID 3pexHjsioATNCaH8LWCucvpkrYbZGNYBwLM8LsMppLv1 
Jurat ID 3NoP8nt3kbQXpRd1w7xa9QqyG7FWPeZvEaA28P56dkEZ 
Jurat ID GsEVbJhZEGXscp2HWecapeWAPeYoB5LVjxmKJsELQ7HQ 
Jurat ID E8TfffHvh59hsfWWRFv3nKJxSb1rkLknn4WcdnmdQagc 
Jurat ID 3Gmso9u4pYXyR28uuoqsTzymc5btRAEa8dsgVtCAY9ua 
Jurat ID AWm5nqMLyABU5oHTnsirrum78qDv9kxTU4YpK7zD9o4B 
Jurat ID Hb2J6M3oA8bMec9J9h1pL9pnSnoR6zLceVYa3xo7wNeV 
Jurat ID 9Q1wH7pCkXrHoh6pUQ9TcUTaaMw3e2JwWv8tavzDczaU 
Jurat ID BWjj7hAwRNFNgyHbjSxdAH2DDVfQCF68sfgwsFqdRkbT 
Jurat ID DPoDG2obKLks1gJ2YWFj3UVsdHKvMXcLbMZE9dCM8qey 
Jurat ID ECXSBVFFX6QsruUbbTEW62efqUSXG6qLLa6Keqecs44P 
Jurat ID 95bcgnZZ47jHJKGTVtfu9bgC2sbh5C2EGbsKfhWKLqxS 
Jurat ID 4YhtMFXtUG3YiDmpFWxDbWukqYbmrJQSx3zQZkkyX8FB 
Jurat ID DsJBQGVyJ7XRAZmRXYGAVnD1EJLZFZBNTm4YMxEhFsZf 
Jurat ID B3vZb1cnMd6tLWebysvwL78J5iLULGD637tbiAGSagfQ 
Jurat ID F6dYBx6KGJvYBq5mxpGdtn82eFAArgb21gc41G6mYzja 
Jurat ID DmCE53Z1d4HBS6cHrj1YHguR5q3w3ZE8QNTHR7u2De5V 
Jurat ID HE1TGqBcxg4c9cynjUbMpFJdmd6VTzPoW9GL24ZBUyJV 
Jurat ID CbRVLjEBT3dDsDwQYjuszU4kk5SP8yoH5d98fsG5nnvD 
Jurat ID DFho7GdezoQNQRKj4s25s3spKd3RM7WpJYTrnQwEihve 
Jurat ID 5xsxLXYuFKZAjDviGZjawKdaGHbrLaBUoyRrrwbovUWd 
Jurat ID Agk3phfdvBTGokKLbN9c1K1wyDyac7wQXAeWttFYFJE5 
Jurat ID 9oGBPJnHNVVX2pPjeGNhYRQpRCafeaVDR1v2gixu3nou 
Jurat ID 9Vi66wppPdsnNUZW2gtgXXRwWV2EQRQSqs1uPjqQBaKF 
Jurat ID EPT4rKFdsdEuhY7xKJb9o4YoJjzjPJvadXisvuBwdjCB 
Jurat ID HLdUQFJo1cNWZisVa4YH7ojqPTGd9JkUrKhSjk9Pzhy2 
Jurat ID 3PHaTfeb7QrGC79AcUQMnTp7MGNJKVd2yYRH5prsGC2G 
Jurat ID 2f32uSmq34onrNaw1KYTaDKaypBDf62JrFn49zvcCNeJ 
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ATTACHMENT – Jurat Judicial Hash Codes 

 

Jurat ID 5kdrBR7aAv4uaVJXdixw3JU6LxhGUwHtomddScVoThRk 
Jurat ID 9eE24TnpX4LrphfszGQMAjiEYW9vrgKpNAtVqtMC8cCy 
Jurat ID Fh29J5YREHjAUZt3kb3Scoag75xBUHiQZmnHLwu97jCp 
Jurat ID 4d32ac9DqavoncqXKwjY9TQ5SUWJe6ZM4ekXjTPNuSL6 
Jurat ID 7LZq9rZve8uWWbCcFTzpixxcRzYz3XFd3Y2GnzbmG889 
Jurat ID 4piej5uBfix6MNsc3yvE25hhE6p6XCRde7oY1ro5Zqkj 
Jurat ID 6zjUX2zrHtCNmacExhn2pckt2eCUUSFysjWD5VFNK1jb 
Jurat ID Cdn5WUYAciPGvYgwUa7ZpFtiHZAoeUd59CP3MXWU5eTY 
Jurat ID 8nNotzQ4okUhGSTkysSC2wYVxLv5L5CEHsac82qgNbaW 
Jurat ID ERTFNeEK3jKVDdryHEyjoCVDJGmEA1BFwaTgsH5Sg2sN 
Jurat ID 2ikzxJ7qmi3MizUYHNxCwRMHZ2gqAD9FXpVuNTmm3M5G 
Jurat ID 3k2FsJVUo3poMjgo8tX85iqXFRmpvX7pAccWRUwgobTy 
Jurat ID 9zLDbjLshkjmDJd5dgaWV89f2HWePsDhtPMWRjKNDMgc 
Jurat ID CkcpEnWdd9oM3VFH7enu6g3X6ZULeNisPcgQ1nS2HRf5 
Jurat ID CkcpEnWdd9oM3VFH7enu6g3X6ZULeNisPcgQ1nS2HRf5 
Jurat ID AVmMKcWqLJFpcV1wsQRtLnGBCu8EyCY9bHTAHz47VQi4 
Jurat ID CkcpEnWdd9oM3VFH7enu6g3X6ZULeNisPcgQ1nS2HRf5 
Jurat ID CkcpEnWdd9oM3VFH7enu6g3X6ZULeNisPcgQ1nS2HRf5 
Jurat ID E22s4HmYFMBfPC2v2DRDFfmKx385PUn1jt4iZzbSHSLp 
Jurat ID 51YX31fg4HwzdGotRr68DWJ7ed2pHuuF2QJfBaYKAmC 
Jurat ID 86H83Q5CG6kJ8Ehcxsxx9VBhaxEuTp6xST6NkQ1FvqUr 
Jurat ID EHCSCsrMuVL67TErGeLAU72KeQd2vVTYo8pCGwx5T15J 
Jurat ID BdarvLjU9RgTdKoASmG7jvZucDaeCFA3FB2uRZipbHy5 
Jurat ID 51YX31fg4HwzdGotRr68DWJ7ed2pHuuF2QJfBaYKAmC 
Jurat ID 7sj5duKWS1cW12CRWk2unJ5c6aVG2YDCS6RwLg69x1wx 
Jurat ID BMk4fnAdXrRquemw6oznKCMvQX5HpcLP47nyFs3yc22o 
Jurat ID DjLgcpiW2LMdeVEg3zzviC88jSMBZHuafhLWDhdWrgE5 
Jurat ID 2oqvFFRaDPGMHciw25LRTNRbhYgyBemoCQNpzxgqgxmU 
Jurat ID EgrqfsTnCU2kWtUPgDcZZJU42W234iGJE1739tvJZ6Yf 
Jurat ID DNYMxyJGBePTiU8cFxZgDfsydsUP1a3EKynoiEEk34G1 
Jurat ID 7AtgFhA1QVjwpTFiCKZCmNeUmiXW3tWoSxswu9jHto3t 
Jurat ID AkJGFMf8bZVxX45SjoP2RZ1VdoEPtz1sLTe4JmFwYczT 
Jurat ID XDth1WxCKm3Rwtm5TJ1uYaGeXaZmTRqSzPPZXEigdKY 
Jurat ID 6wnh5ATEpZq1mKofmf92xknCLsM6NeyS3LMiKhNYGuNv 
Jurat ID 6c3SMKZffhBhKcaZCTFpHUXQmMGqUTT4ZaKAHoJoVAfV 
Jurat ID 5AeGoGggakPdTKdRwpn4E5osa9pZ4o8uaVnNziy2sgtE 
Jurat ID G4foUkfj3oxBSZ5Gwd1BWVpBFDg8eAo97pMK9D45zejF 
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ATTACHMENT – Jurat Judicial Hash Codes 

 

Jurat ID 4EUn8UUa6WxCW6n9pVv3rAFgkwEABAaYrqSRKAcAGeGx 
Jurat ID 8iLVSNJNRVDycFs7ae3HZwwhFEskZp6Rtw52U75XNK9b 
Jurat ID 8iLVSNJNRVDycFs7ae3HZwwhFEskZp6Rtw52U75XNK9b 
Jurat ID 8iLVSNJNRVDycFs7ae3HZwwhFEskZp6Rtw52U75XNK9b 
Jurat ID kjQF2qfW37NdDJRea5LX7X1HCdTHNhnk1KVbLoBADh4 
Jurat ID 8iLVSNJNRVDycFs7ae3HZwwhFEskZp6Rtw52U75XNK9b 
Jurat ID 8iLVSNJNRVDycFs7ae3HZwwhFEskZp6Rtw52U75XNK9b 
Jurat ID EGY84XBucSLqwsQxKQ3TdzY2U7yMZP4FT3K9BGA4Yrtj 
Jurat ID 8Qu5GcvBN1GAULHvK6KVXgt1PKCiigEEhXq7JhQ9qbN8 
Jurat ID AEYvxRegmvL6uZSGvUbgBS3qxQ26pCHDt4TqkJ1Bjtrv 
Jurat ID 8Qu5GcvBN1GAULHvK6KVXgt1PKCiigEEhXq7JhQ9qbN8 
Jurat ID AEYvxRegmvL6uZSGvUbgBS3qxQ26pCHDt4TqkJ1Bjtrv 
Jurat ID 8Qu5GcvBN1GAULHvK6KVXgt1PKCiigEEhXq7JhQ9qbN8 
Jurat ID AEYvxRegmvL6uZSGvUbgBS3qxQ26pCHDt4TqkJ1Bjtrv 
Jurat ID AEYvxRegmvL6uZSGvUbgBS3qxQ26pCHDt4TqkJ1Bjtrv 
Jurat ID 7YczhA2d5TcDaRTgBmenxsCSmYVmFvW4ZPnGXWBH4fZ6 
Jurat ID Aec5J9V2JLHTQ66cmaZ8ApCfb1pfxt6yCwaHNvcasxCo 
Jurat ID 6VMm7MXgH7faTmG4KWp1jNWa19zHC46FF97LDgezH8wL 
Jurat ID oqT38J6Qxqs9XNHqSfcXKRj31T3ZnNvRSxcVcQtY77m 
Jurat ID 4VFYyqsf6ThFKx1D7CF7rzxFkxjWmdcjZ4g6qRfAMqCH 
Jurat ID YUghnRbg62B2676UpXvVGKsnGGPW2F2ugvhgMFa1fVZ 
Jurat ID 6hjRnpWYJiZuh6XPiihP2tseLPH1ns2iTxXWihqPmLLq 
Jurat ID 44ACEfFaBXMmC2rcqJzCb9LnCZpk95ppWRUUyNnjfxnj 
Jurat ID 52La41GjLQ2i87SvKCXd6TaFrBpx5deo4ggUdvsnDKpf 
Jurat ID 6PE8RhKXAFwp1wjr3xedsjra3TFthGeKxB9h9TZwubtB 
Jurat ID 6V33V8Y2v8gYCqdCCFVSSevXjAx6MAuawskwGCvp6ZMS 
Jurat ID DfLY6TAVpjC1Zmy77VX1buKLcvWvKg59cKhBsVYYpMZg 
Jurat ID AdiyAGbXoTYA8cRBG1VtcgpLpKzyjxxUdnRK4KVgWh8 
Jurat ID Be3PtPZKbqFP4N38RrFP5BPuYsuJQ1L4ngLZLo5LoAwn 
Jurat ID AdiyAGbXoTYA8cRBG1VtcgpLpKzyjxxUdnRK4KVgWh8 
Jurat ID F7neVRrTFjBH4T5rNz8uWJPcU8W5nKZRDP2gEceAKpC 
Jurat ID EqsSzYGip8wGPaKzxUF5cJXGgqYRdtDfAReJTDSD2Hhv 
Jurat ID CWwm4yQb8WGJujHLa9W2d5MtQwinfCHH5ZKUHLFSuX7g 
Jurat ID MjbTr6y2w56ui7gEuQiTGd8YRhg9oCvYLfhxbzdMYCc 
Jurat ID BRYdYaicAAGMHDMUCN36BLuG6mzx1nVGStq5Xnn2e83r 
Jurat ID F9HxAmV8cvUvY8bRfwY9hePbkY7SgLFvjYA2EzPCsxzw 
Jurat ID 6jmuHejvhArgpXar6Nuf9HMxKxMzKmQ54j86UYRajvWw 
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ATTACHMENT – Jurat Judicial Hash Codes 

 

Jurat ID 6voiWeWMzPdkgWmMvBiAgFhNXw6nHVFoyYbhvYFzEUn9 
Jurat ID FnJ1MgMS86Y6cqWLU9X8onhenauqFtC7uDXYpmUqNA6b 
Jurat ID BM7sTCVFdWViLgmJLCsUaH4NBojdyjnw8MVJyyesYX5d 
Jurat ID CVaa8xZdK1EzDWs2kT6emS4jVnskt7pdNFjPF7nj33gj 
Jurat ID 6GVGCwxVAA1PoM75CBaLm8M5TLKaRjzpMEeDvPFGUq6N 
Jurat ID HyrRsWpKStZf4cBsrB79ieBYvtS3WAYXv19NoE7xszwV 
Jurat ID 4XRocmugkqmL2Ymuc1Z7KcCFt4woTc1xPv82UApGhtRq 
Jurat ID 9yodaHjJokjQg7DVdiezFivmYjqcg2oYE8ScwdtWN48K 
Jurat ID 3ZPUMVWBET49okWsr1eAChic4HKSooqNoyLHpYXYnKVr 
Jurat ID Ge4CXfaKowigcsb2XUBwwQZ1rseESfc5D67JvRvmYURP 
Jurat ID 9yodaHjJokjQg7DVdiezFivmYjqcg2oYE8ScwdtWN48K 
Jurat ID DBfG9VuLdiJiwDB4BvMGe2FrmL13Ytxp71zQDNumYhTL 
Jurat ID 3bmyWEKpkx36WRfJDvuZkMUPtTWSJmbhsy1idroxKi6g 
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