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IN THE UNITED STATES DISTRICT COURT
FOR THE NORTHERN DISTRICT OF ILLINOIS
EASTERN DIVISION

JURATBTC BLOCKCHAIN, an
unicorporated association,

Case No. 1:23-cv-00779
Plaintiff,
Hon. Virginia Kendall
V.

ANTON ANDREYEV, et al.,

Defendants.

FINAL JUDGMENT AND PERMANENT INJUNCTION

Plaintiff, JURATBTC BLOCKCHAIN, filed this action on February 8, 2023
seeking declaratory and injuctive relief against Defendants ANTON ANDREYEV,
BLENDER.IO, CHATEX, FARRUKH FURKATOVITCH FAYZIMATOV, TABAN
DENG GAI, MATHEW GRIMM, YU JIN, JTADONG LI a/k/a “KHALEESI” a/k/a
“BLACKJACK1987”, HYDRA MARKET, HUSAYN AL-SHAMI, SECOND EYE
SOLUTIONS a/k/a “FORWARDERZ”, SOUTHFRONT, SUEX, YINYIN TIAN a/k/a
H 8 8 a/k/a “TIANYINYIN0404”, a/k/a “SNOWSJOHN”, XTAOBING YAN, and
FUJING ZHENG. Verified Complaint, Docket No. 1 (“Verified Complaint”).

On February 21, 2023, this Court granted Plaintiff’s Motion for Electronic
Service of Process, Docket No. 8, for the reasons stated in the motion. (Docket No.
6). Plaintiff promptly served Defendants. (Docket No. 21 q 3).

Thereafter, the Court held in person hearings on: March 7, 2023 (Docket No.

13), March 20, 2023 (Docket No. 16), June 14, 2023 (Docket No. 24), and August 1,
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2023 (Docket No. 27). No Defendant appeared for any of these hearings nor filed an
appearance in the case nor answered the Verified Complaint. This Court entered
default against the Defendants on August 1, 2023. Id.

According to Plaintiff’'s Verified Complaint, Defendants are foreign nationals
who have been sanctioned by the United States for committing serious crimes such
as money laundering for terrorist organizations, using ransomware to extort
cryptocurrency payments to benefit North Korea’s weapons programs, and
proliferating of weapons of mass destruction, among others. Verified Complaint 9
2, 14, 28-44. As a result, Defendants are prohibited from transacting with U.S.
persons, and all funds within the jurisdiction of the Unites States belonging to any
of the Defendants are blocked. Id.

Each Defendant appears on the United States Treasury Department’s List of
Specially Designated Foreign Nationals and Blocked Persons (SDN). Id. The SDN
specifies a list of Bitcoin blockchain wallet addresses associated with each
Defendant and which are included within the sactions. Id. 9 26-42.

Plaintiff is a blockchain “forked” from Bitcoin, meaning that it shares
overlapping software and an overlapping ledger of accounts. Id. §9 23-24. As such,
the Defendants’ wallet addresses exist on both blockchains and are controlled by the
same “private key” password, which each Defendant possesses. 1d.

On February 21, 2023, this Court granted a temporary restraining order
freezing Defendants accounts on Plaintiff’s blockchain. Docket No. 9. On March 20,

2023, this Court converted the order to a preliminary injuction. Docket No. 16.
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This Court now enters Final Judgement for a permanent injunction as follows:
Each of Defendants ANTON ANDREYEV, BLENDER.IO, CHATEX,
FARRUKH FURKATOVITCH FAYZIMATOV, TABAN DENG GAI,
MATHEW GRIMM, YU JIN, JTADONG LI a/k/a “KHALEESI” a/k/a
“BLACKJACK1987”, HYDRA MARKET, HUSAYN AL-SHAMI,
SECOND EYE SOLUTIONS a/k/a “FORWARDERZ”, SOUTHFRONT,

SUEX, YINYIN TIAN a/k/a HE 5 a/k/a “TIANYINYIN0404”, a/k/a

“SNOWSJOHN”, XTAOBING YAN, and FUJING ZHENG, is hereby
prohibited to use the private keys for any account on the JuratBTC
blockchain or from otherwise transacting in the JTC coin.

Plaintiff has tendered to the Court a set of hash codes (Jurat IDs) encoding
the injuctive relief required by this Final Judgment. JuratBTC blockchain nodes are
capable of recognizing and understanding these hashes, so inclusion of the hashes
in the Judgment will permit the nodes to enforce the injunctive relief the Court has
ordered. Verified Complaint 9 67-74. Accordingly, the Court includes the Jurat IDs
as an attachment to this Final Judgment which shall be docketed as part of the

same entry.

Dated: August 8, 2023

Unifed States District Judge
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ATTACHMENT — Jurat Judicial Hash Codes

Jurat ID  |6X6LNjFAUUjj4EyJzP3u6ZjYSZWQEBMojQSjqD4pYsVH

Jurat ID BmjftbcMs4sLhJnNvhFdUdQaicdrUguzVwyd91BGHD7k

Jurat ID HpHirkqUY7v5cWLMYMbYib3ZhrQ1UA2yXEE9FRgmCzzU

Jurat ID GX3CAiszy74yQhKxERVvIvIMLGUiVeS3PBpJOWP7;USL

Jurat ID HCMSGzqL5UfW4v6LVGgmF9dQZUzKjUpfmSG7fBW3WhqQ

Jurat ID GzzWQ7bvPkFewNMcrInpDi9MsFU1In56 TRjJIXNnVwX9kN

Jurat ID G4DJSHGLZ1WeYqCHv5QdR8BRfRbBmpqgk6hdbuwY11n3

Jurat ID Evm8q3uMCpapfcSVMYFaTJUoCGFKFtdsduWPYPodtuds

Jurat ID 5¢fKvQZSbGg1Quf3NsdLcSAH6USgyPU8sFQj2FRx6bXr

Jurat ID SR1w99INZ7jsGDfTAZcRGRxwY gNoyu39gMBuRjfVNKeT6

Jurat ID CLkfYhpdYdDJPbtX2r3WrcDoWSJSvEvyLQ1TKeqtmDj7

Jurat ID 7ACJIwgDAbc68URTSvTSUQ2kErQdklamgLorce8uqCrz

Jurat ID 4x44mQMSSpDYMAKWMRwAmRgkFabNN5SgcaWI1wesKFzY9

Jurat ID 4hmrRaAdxjZzmYz7ZDacAdmCSGVE8NaggSXtwYRNxogHm

Jurat ID 4hmrRaAdxjZzmYz7ZDacAdmCSGV8NaggSXtwYRNxogHm

Jurat ID HiukvQtk2MJedJp6vYa7kULmkQswUCrXivLTY]jJ4k9Fy

Jurat ID 2setpFtjBoYpzQDdk6rKKUggmnqp92j TWWMkHi14PSfsg

Jurat ID Gujg5efH68sRTxxkAvVRjbdqU4WHwWIkTIk6vChwrewTe

Jurat ID C4Kw1PYVTKN{R44Enxec4zY sf2FbKs27cDgbtamkrkBm

Jurat ID CcEtdw6uQBhDVZh6RCXtmhBqW2nkSJUKR3QDL45kLQH

Jurat ID ASRZTaDj3sz3jJmKSx527Y529f84nVWD30CeyLksAbl14

Jurat ID 51cnINNCjCAkA08ReSEwEba75TES8Y QPHS8QKmAIJSoDJJd

Jurat ID 3Z7PyRDZMiAWKQcvQHY 8mLisAccN7kcv7UudJu9vaNw7

Jurat ID A49JVGZmfEKQLWR3nZAcgZEn92iKtsjuWgY dbkKy8PE9

Jurat ID 61fTt8 G2EepzHaKs6Y feSb5elZxkcz7UjalbnlyhSK7P

Jurat ID 4DN90oqmgoz8nSyqTv3J633DSRDgHgZP7sqmiTj12bix2

Jurat ID 75jvj75rGNM4HPwWHZ3QK4clyjzHOwsj XZMoErfWpywL5

Jurat ID 65jy2NQRMop5ilmYy2s34AJdGZZ4rb9R3yB18q3aXXwR

Jurat ID 3KkUv6b1gXrvM19xf4gNTBx81 Afvobj Y 1fWd1rB8iftx

Jurat ID qFIXmVxNsFZgmaZEKXAGsd2mUgaoTMbHASPSE2Cbm9W

Jurat ID 65jy2NQRMop5i11mYy2s34AJdGZZ4rb9R3yB18q3aXXwR

Jurat ID 2VHuil CfxgtzFOB7kDsPAQdyBCzZr79)LGKWqp1FExVd

Jurat ID 2HgLrt2EEWtrqipSjXCNUzFghBAn4N1eRx92MSsdxLpZ

Jurat ID 3KkUv6b1gXrvM19xf4gNTBx81 Afvobj Y 1fWd1rB8iftx

Jurat ID 4CYLUQeYRbn9ZmhERWLuGAYKUr2QxumF7iWMxgiSMgm§8

Jurat ID HZ9UdYnWFmw61oxjeHekqFADfIM7biLSe81TgRLpR7Jk

Jurat ID CdJzniDfL5mYxifiSyZU71KtCwzY SQoRy2RPOWNPcDkKR
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ATTACHMENT — Jurat Judicial Hash Codes

Jurat ID 4K TvsjgHFSUDFWvG70U8ATqkJGgpMQ1jSXKa8rH97JES

Jurat ID EYY7BaDYnwDEH2QCHgc1268ahdesyXUzAV56TnfT6cZY

Jurat ID 7XP1EB7f1GhZbYidHjmLY gCq2rEV2s2BZLkoMYt8prrf

Jurat ID 7PxupNc97RdArTd2rjM2hLdvsWrz3Yj3SubXLav8EWFH6

Jurat ID 6EfYPFbBhUhJSTmgDenvFhYzr4SMGKxuLjtg7CB2DB9A

Jurat ID mTVRCab6wUooDh66GDmQV4SndpAM7PnxxCwLw69hMXVN

Jurat ID 67wi1Tz29eiZAMromKbgj97zSqZ8RMq3xNeaAgMIK3ugY

Jurat ID EmaaVmZxZqYAgJ2LYjKW6GVv{8cyeMkNhEhNiSrtqohi

Jurat ID 4E2jM 1xdLuUxuX7vgNdx17MCrBfKN93FwSgdY GOHPJft

Jurat ID 3pexHjsioATNCaH8L W CucvpkrYbZGNYBwLMS8LsMppLv1

Jurat ID 3NoP8nt3kbQXpRd1w7xa9QqyG7FWPeZvEaA28P56dkEZ

Jurat ID GsEVbJhZEGXscp2HWecapeWAPeYoB5SLVjxmKJIsELQ7HQ

Jurat ID E8T{ffHvh59hsfWWRFv3nKJxSb1rkLknn4 WcdnmdQagc

Jurat ID 3Gmso9udpY XyR28uuoqsTzymcSbtRAEa8dsgVtCAY9ua

Jurat ID AWmSngMLyABUSoHTnsirrum78qDv9kxTU4YpK7zD904B

Jurat ID Hb2J6M30A8bMec9J9h1pLI9pnSnoR6zLceVYa3dxo7wNeV

Jurat ID 9Q1wH7pCkXrHoh6pUQ9TcUTaaMw3e2JwWv8tavzDczaU

Jurat ID BWjj7ThAWRNFNgyHbjSxdAH2DDV{QCF68sfgwsFqdRkbT

Jurat ID DPoDG20bKLks1gJ2YWFj3UVsdHKvMXcLbMZE9dCM&8qey

Jurat ID ECXSBVFFX6QsruUbbTEW62efqUSXG6qLLa6Keqecs44P

Jurat ID 95bcgnZZ4 T HIKGT Vtfu9bgC2sbhSC2EGbsKthWKLqgxS

Jurat ID  WYhtMFXtUG3YiDmpFWxDbWukqYbmrJQSx3zQZkkyXSFB

Jurat ID DsIBQGVyJ7XRAZmRXYGAVnDI1EJLZFZBNTm4YMxEhFsZf

Jurat ID B3vZblenMd6tLWebysvwL78J51ILULGD637tbiAGSagfQ

Jurat ID F6dYBx6KGJvYBqSmxpGdtn82eFAArgb21gc41G6émYzja

Jurat ID DmCES3Z1d4HBS6cHrj1 YHguR5q3w3ZESQNTHR 7u2De5V

Jurat ID HE1TGqBcxg4c9cynjUbMpFJdmd6VTzPoW9GL24ZBUyJV

Jurat ID CbRVLJEBT3dDsDwQYjuszU4kk5SP8yoH5d98fsG5nnvD

Jurat ID DFho7GdezoQNQRK;j4s525s3spKd3RM7WpJY TrnQwEihve

Jurat ID 5xsxLXYuFKZAjDviGZjawKdaGHbrLaBUoyRrrwbovUWd

Jurat ID Agk3phfdvBTGokKLbN9c1K1wyDyac7TwQXAeWttFYFJES

Jurat ID 90GBPInHNVVX2pPjeGNhYRQpRCafeaVDR 1v2gixu3nou

Jurat ID  |9Vi66wppPdsnNUZW2gte XXRwWV2EQRQSqs 1uPjqQBaKF

Jurat ID EPT4rKFdsdEuhY 7xKJb904Y oJjzjPJvadXisvuBwdjCB

Jurat ID HLAUQFJo1cNWZisVa4YH70jqPTGd9JkUrKhSjk9Pzhy?2

Jurat ID 3PHaTfeb7QrGC79AcUQMnTp7MGNIKVd2y YRH5prsGC2G

Jurat ID 2132uSmq34onrNaw 1KY TaDKaypBDf{62JrFn49zvcCNel
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ATTACHMENT — Jurat Judicial Hash Codes

Jurat ID SkdrBR7aAv4uaVIJXdixw3JU6LxhGUwHtomddScVoThRk

Jurat ID 9eE24TnpX4LrphfszGQMAJIEYW9vrgKpNAtVqtMC8cCy

Jurat ID Fh29J5YREHjAUZt3kb3Scoag75xBUHIQZmnHLwu97;Cp

Jurat ID 4d32ac9DgavoncgXKwjYITQSSUWIe6ZM4ek XjTPNuSL6

Jurat ID TLZq9rZve8uWWbCcFTzpixxcRzYz3XFd3Y2GnzbmG889

Jurat ID 4piejSuBfix6MNsc3yvE25hhE6p6XCRde70Y 1r05Zkj

Jurat ID 6z)UX2zrHtCNmacExhn2pckt2eCUUSFysjWDS5VFNK1;jb

Jurat ID CdnSWUYAciPGvYgwUa7ZpFtiHZA0eUd59CP3MXWUS5eTY

Jurat ID 8nNotzQ40kUhGSTkysSC2wY VXLvSLSCEHsac82qgNbaW

Jurat ID ERTFNeEK3;KVDdryHEyjoCVDJGmEA1BFwaTgsH5Sg2sN

Jurat ID 2ikzxJ7qmi3MizUYHNxCwRMHZ2gqADIFXpVuNTmm3M5G

Jurat ID 3k2FsJVUo03poMjgo8tX85igXFRmpvX7pAccWRUwgobTy

Jurat ID 9zLDbjLshkjmDJd5dgaWV89f2HWePsDhtPMWRjKNDMgc

Jurat ID CkcpEnWdd9oM3VFH7enu6g3X6ZULeNisPcgQ1nS2HRTS

Jurat ID CkcpEnWdd9oM3VFH7enu6g3X6ZULeNisPcgQ1nS2HRfS

Jurat ID AVmMKcWqLJFpcV1wsQRtLnGBCu8EyCY9bHTAHZz47VQi4

Jurat ID CkcpEnWdd9oM3VFH7enu6g3X6ZULeNisPcgQ1nS2HRfS

Jurat ID CkcpEnWdd9oM3VFH7enu6g3X6ZULeNisPcgQ1nS2HRTS

Jurat ID E22s4HmYFMB{PC2v2DRDFfmKx385PUn1jt4iZzbSHSLp

Jurat ID 51YX31fg4dHwzdGotRr68DWI7ed2pHuuF2QJfBaYKAMC

Jurat ID 86H83Q5CG6kIJ8Ehcxsxx9VBhaxEuTp6xSTONkQ1FvqUr

Jurat ID EHCSCstMuVL67TErGeLAU72KeQd2vVTYo8pCGwx5T15J

Jurat ID BdarvLjU9RgTdKoASmG7jvZucDaeCFA3FB2uRZipbHy5

Jurat ID 51YX31fg4dHwzdGotRr68DWI7ed2pHuuF2QJfBaYKAMC

Jurat ID 75)5duKWS1cWI12CRWk2unJ5¢6aVG2YDCS6RwLg69x1wx

Jurat ID BMk4fnAdXrRquemw60znKCMvQXSHpcLP47nyFs3yc220

Jurat ID DjLgcpiW2LMdeVEg3zzviC88)SMBZHuathLWDhdWrgES5

Jurat ID 20qvFFRaDPGMHciw25LRTNRbhY gyBemoCQNpzxgqgxmU

Jurat ID EgrqfsTnCU2kWtUPgDcZZJU42W234iGJE1739tvIZ6Y

Jurat ID DNYMxyJGBePTiU8cFxZgDfsydsUP1a3EKynoiEEk34Gl1

Jurat ID 7AtgFhA1QVjwpTFiICKZCmNeUmiXW3tWoSxswu9jHto3t

Jurat ID AKIGFM{8bZVxX45SjoP2RZ1VdoEPtz1sLTe4JmFwYczT

Jurat ID XDthl WxCKm3Rwtm5TJ1uYaGeXaZmTRqSzPPZXEigdKY

Jurat ID 6wnh5SATEpZqlmKofmf92xknCLsM6NeyS3LMiKhNY GuNv

Jurat ID 6c3SMKZfthBhKcaZCTFpHUXQmMGqUTT4ZaKAHoJoVAV

Jurat ID 5AeGoGggakPdTKdRwpn4ES50sa9pZ4o8uaVnNziy2sgtE

Jurat ID G4foUkfj30xBSZ5Gwd1 BWVpBFDg8eA097pMK9D45z¢jF
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ATTACHMENT — Jurat Judicial Hash Codes

Jurat ID 4EUn8UUa6 WxCW6n9pVv3rAFgkwEABAaYrqSRKAcAGeGx

Jurat ID 8iLVSNINRVDycFs7ae3HZwwhFEskZp6Rtw52U75XNK9b

Jurat ID 8iLVSNINRVDycFs7ae3HZwwhFEskZp6Rtw52U75XNK9b

Jurat ID 8iLVSNINRVDycFs7ae3HZwwhFEskZp6Rtw52U75XNK9b

Jurat ID kjQF2qfW37NdDJReaSLX7X1HCdTHNhnk1KVbLoBAD4

Jurat ID 8iLVSNINRVDycFs7ae3HZwwhFEskZp6Rtw52U75XNK9b

Jurat ID 8iLVSNINRVDycFs7ae3HZwwhFEskZp6Rtw52U75XNK9b

Jurat ID EGY84XBucSLqwsQxKQ3TdzY2U7yMZP4FT3K9BGA4Yrt)

Jurat ID 8QuS5GcvBNIGAULHVK6KVXgt]1 PKCiigEEhXq7JhQ9qbN8

Jurat ID AEYvxRegmvL6uZSGvUbgBS3qxQ26pCHDt4TqkJ1Bjtrv

Jurat ID 8Qu5GcvBNIGAULHVK6KVXgt1 PKCiigEEhXq7JhQ9qbN8

Jurat ID AEYvxRegmvL6uZSGvUbgBS3qxQ26pCHDt4TqgkJ1Bjtrv

Jurat ID 8Qu5GcvBNIGAULHVK6KVXgt1 PKCiigEEhXq7JhQ9qbN8

Jurat ID AEYvxRegmvL6uZSGvUbgBS3qxQ26pCHDt4TqkJ1Bjtrv

Jurat ID AEYvxRegmvL6uZSGvUbgBS3qxQ26pCHDt4TqkJ1Bjtrv

Jurat ID 7Y czhA2d5TcDaRTgBmenxsCSmY VmFvW4ZPnGXWBH4{Z6

Jurat ID Aec5J9V2JLHTQ66cmaZ8 ApCiblpfxtoyCwaHNvcasxCo

Jurat ID 6VMm7MXgH7faTmG4KWp1jNWal9zHC46FF97LDgezH8wWL

Jurat ID 0qT38J6Qxqs9XNHqSfcXKRj31T3ZnNvRSxcVeQtY77m

Jurat ID 4VFYyqst6ThFKx1D7CF7rzxFkxjWmdcjZ4g6qRfAMqCH

Jurat ID YUghnRbg62B2676UpXvVGKsnGGPW2F2ugvhgMFalfVZ

Jurat ID 6hjRnpWYJiZuh6XPiihP2tseLPH1ns2iTxXWihqPmLLq

Jurat ID 44 ACEfFaBXMmC2rcqJzCb9LnCZpk95ppWRUUyNnjfxnj

Jurat ID 52La41GjLQ2187SvKCXd6TaFrBpx5Sdeo4ggUdvsnDKpf

Jurat ID 6PESRhKXAFwplwjr3xedsjra3TFthGeKxB9h9TZwubtB

Jurat ID 6V33V8Y2v8gYCqdCCFVSSevXjAx6MAuawskwGCvp6ZMS

Jurat ID DfLY6TAVpjC1Zmy77VX1buKLcvWvKg59cKhBsVYYpMZg

Jurat ID AdiyAGbXoTYA8cRBG1 VtcgpLpKzyjxxUdnRK4KVgWh§

Jurat ID Be3PtPZKbqFP4N38RrFP5BPuYsuJQ1L4ngLZLo5SLoAwn

Jurat ID AdiyAGbXoTYA8cRBG1 VtegpLpKzyjxxUdnRK4KVgWh§

Jurat ID F7neVRrTFjBH4T5rNz8uWJPcUSW5SnKZRDP2gEce AKpC

Jurat ID EqsSzY Gip8wGPaKzxUF5¢JXGgqYRdAtDfAReJTDSD2Hhv

Jurat ID CWwm4yQb8WGJujHLa9W2d5MtQwinfCHHS5ZKUHLFSuX7g

Jurat ID MjbTr6y2w56ui7gEuQiTGd8YRhg9oCvY LthxbzdMYCc

Jurat ID BRYdYaicAAGMHDMUCN36BLuG6mzx1nVGStq5Xnn2e83r

Jurat ID FOHXxAmV8cvUvY 8bRfwY9hePbkY7SgLFvjYA2EzPCsxzw

Jurat ID 6jmuHejvhArgpXar6NufOHMxKxMzKmQ54j86UYRajvWw




Case: 1:23-cv-00779 Document #: 28 Filed: 08/08/23 Page 8 of 8 PagelD #:129

ATTACHMENT — Jurat Judicial Hash Codes

Jurat ID 6voiWeWMzPdkgWmMvBiAgFhNXw6nHVFoyYbhvYFzEUn9
Jurat ID FnJ1MgMS86Y 6cqWLU9X8onhenaugFtC7uDXYpmUqNA6b
Jurat ID BM7sTCVFdWViLgmJLCsUaH4NBojdyjnw8MVl]yyesYX5d
Jurat ID CVaa8xZdK1EzDWs2kT6emS4jVnskt7pdNFjPF7nj33gj

Jurat ID 6GVGCwxVAA1PoM75CBaLm8M5TLKaRjzpMEeDvPFGUq6N
Jurat ID HyrRsWpKStZf4cBsrB79ieBYvtS3WAY XvI9NoE7xszwV
Jurat ID 4XRocmugkgmL2YmuclZ7KcCFt4woTclxPv82UApGhtRq
Jurat ID 9yodaHjJokjQg7DVdiezFivinYjqcg20YE8ScwdtWN48K

Jurat ID 3ZPUMVWBET490kWsrleAChic4HKSoogNoyLHpY XYnKVr
Jurat ID Ge4CXfaKowigesb2XUBwwQZ1rseESfc5D67JvRvmYURP
Jurat ID 9yodaHjJokjQg7DVdiezFivinYjqcg20 YE8ScwdtWN48K

Jurat ID DBfG9VuLdiJiwDB4BvMGe2FrmL13Ytxp71zQDNumYhTL
Jurat ID 3bmyWEKpkx36 WRfJDvuZkMUPtTW SImbhsy1idroxKi6g




